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Abstract

The article provides an original approach to taking into account the risk of
personnel in the process of assessing the effectiveness of testing complex
technical systems. Models of assessment and predictive models of personnel
risks based on the study of their qualification level are considered. The advan-
tages and limitations of the given approach to the analysis and accounting of
personnel risks are shown.
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1 Introduction

The main purpose of any test is to detect and eliminate defects that can lead
to a decrease in the efficiency of the corresponding products.

The manifestation of defects in certain types of tests is a random process,
depending both on the nature of the defect and on the test conditions. Thus,
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Table 1 Models of reliability growth used in experimental testing
Model Author
R = a− αe−θi; R = a− αi−θ; Gross, Cammins

R =
α (i+ α)

i+ α+ θa
; R =

a

α+ (a− α) e−θi

R = 1− αe−θ(i−1); R = a− α

i
Lloyd, Lipov

R = a (1− q)N(1−q)t Gompertz

Ri = αRi−1 + (1− α) a Chervoni, Luk’yaschenko, Kotin

R = a− (a−R0) e
−θi Volkov

defects sensitive to vibrations appear during vibration tests, sensitive to
temperature changes – during temperature tests, etc.

When carrying out combined tests, for example, thermal vacuum, in
addition to defects sensitive to temperature and vacuum, defects appear due
to the interaction of these factors. In addition, during testing, defects may
appear that do not strictly belong to one category or another.

2 Methodology for Evaluating the Efficiency of
Ground-based Tests of Complex Technical Systems

Based on this definition of test objectives, it is advisable to use the probability
of undetected defect, which is an analogue of the probability of failure-
free operation, as an indicator of their effectiveness. This approach was first
proposed by M. Lind in work [1] and further developed in works [2] and [3]
for theoretical substantiation and empirical models of increased reliability
that are widely used in practice due to the elimination of detected defects
[4, 5]. The main used reliability growth models are shown in Table 1.

At the same time, it remains possible to use the developed mathematical
apparatus of the theory of reliability.

In accordance with the proposed approach, the probability of undetected
defects is chosen as an indicator of the effectiveness of a certain i-th type of
tests for the simplest exponential model

Ri = e−λiti ,

where λi – detection rate of i-th type defect;
ti – time of the i-th test.



Personnel Risk in Assessing the Effectiveness of Ground-based Tests 15

In this case, it is assumed that without testing ti = 0 Ri = 1, but with
ti →∞, Ri → 0, i.e. with a sufficiently long test, all defects of this type will
be identified.

When carrying out n tests of several types (for example, when implement-
ing integrated tests as part of a comprehensive experimental development
program), the total intensity of defect detection will increase, and the prob-
ability of undetected defects will decrease, which corresponds to a series
connection in terms of reliability:

RΣ =
n∏
i=1

Ri = e−
∑n
i=1 λiti .

Introducing the total time of the complex of tests T, we get:

RΣ = e−T
∑n
i=1 λiαi ,

where the total detection rate of defect λΣ is defined as

λΣ =
n∑
i=1

λiαi,

where αi = ti
T – the share of tests of the i-th type in the overall test program.

3 The Approach to Accounting of the Personnel Risk in
Tests Effectiveness Estimation Process

At the present time, there are many approaches to estimate human reliability.
Most of them are consist the base of human reliability analysis methods
(HRA). Most fully these methods are described in the works of prof. Holl-
nagel [7] and prof. Liao [8–11]. One of the main direction in research in
the area of HRA is the evaluation of the applicability of these methods in
various engineering applications. The issues of assessing the cognitive human
reliability and the extension of the THERP analysis are most fully considered
in prof. Zhang Li works [12]. The tasks of mathematical statistical modelling
of human MTBF as an one of the reliability parameter of complex technical
system were successfully solved at the University of Brno. The results of
applying the Monte-Carlo metod are given in [11].

The authors have highlighted the fact and have talked about the impor-
tance of various tests that help the testing team to locate defects existing on
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the software system. They have worked to evaluate the effectiveness of these
test models by defining the mathematical forms of probability of indicated
defects by the test. Personnel risk in the effectiveness estimation process by
incorporating HRA.

As you can see from the above review of publications by various authors,
there are two ways for reliability assessment in HRA models and methods.
The first way contains estimates for probabilistic assessmenting. More-
over, the second way is contains estimates as result of cognitive reliability
assessmenting. All of these points have consider human as a unit with full
knowledges. It means that human have 100% readiness level of working
with tech objects, systems and equipment. The practice of operation tech
objects are shown impossibility to achieve of extremely high levels of human
reliability exception on early stage operation. In addition, usually we haven’t
see absolute reliability of all system parts (include human too). In the best
case, it approximately 100%. The authors set the target to create an approach
for assessment of engineer-operator readiness level based on their competen-
cies and knowledge assessment. It can be apply to correct the HRA results,
affectivity estimates of ground-based operations, and other related cases.

The above methodology for assessing the effectiveness of tests allows
you to easily and visually take into account the possible incompetence of the
testing personnel.

Indeed, the incompetence of staff can lead to both failure to detect failures
and the introduction of additional errors. All this leads to an increase in
the probability of undetected defects, which, within the framework of the
proposed approach, corresponds to a parallel connection in terms of reliability
(Figure 1):

As a result, the final probability of non-detection defects by determining:

R = RΣ +RP −RΣRP , (1)

Figure 1 Personnel risk accounting scheme during testing: RΣ – total probability of non-
detection defects; RP – personnel risk.
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wherefrom

RΣ =
R−RP
1−RP

,

those. the probability R, in contrast to RΣ, will not be distributed in the
interval [0, 1], but in a narrower interval [RP , 1], where RP is the lower limit
of the values of the total probability of non-detection of defects.

Let us illustrate the proposed approach with a specific hypothetical exam-
ple, which allows us to identify the main regularities in the application of this
approach.

Let RΣ = RP = 0, 1. Then R ≈ 0, 2, i.e. increases almost 2 times
in comparison with the option without taking into account the influence of
personnel. With a decrease inRP to 0.05, we getR ≈ 0, 15. Further, reducing
RP to 0.01, we get R ≈ 0, 1.

Thus, analyzing the calculation results of this elementary example, the
following interesting conclusions can be drawn:

– reducing the risk of personnel by 5% leads to a change in the probability
of undetected defects by approximately 25%, and with a decrease in risk
already by 10%, we observe a change in the probability of undetected
defects by approximately 50%.

– the RP
RΣ

= 0, 1 ratio practically does not change the final probability of
undetected defects.

Note that the ratio RP
RΣ

= 0, 1 coincides with the recommendation of
tolerance control for the choice of the ratio between the tolerance for the
spread of the controlled parameter and the value of the random error of the
measuring instrument.

Note also that when you change RΣ and save the recommendation RP
RΣ

=
0, 1, the ratios obtained in the example are preserved.

So, with RΣ = RP = 0, 01 R ≈ 0, 02, and with RΣ = 0, 01, RP =
0, 001 and R ≈ 0, 01.

Let us give an approach to estimating RP .

4 Estimation and Prognosis Human Risks

Let us consider the main models for assessing and predicting human risk. One
of the most native evaluation methods is the integral estimate in nominal scale
(True/False) of the frequency R = M

N , where M – the number of correctly
performed technological operations, and N = k · n – the sample size, where
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n – the number of human in the group and k – the number of operation which
need to control [14].

This probability, which characterizes the degree of performed operation
success, depends both on the initial preparedness of the employees and
on the content and description quality of the technological operation. The
level of complexity should be correlated with the degree of preparedness of
employees and the perception of documentation [15–22]. A statistical model
that allows to evaluate the effectiveness of performed operations, taking into
account both the degree of preparedness of employees and the degree of
complexity of the documentation, is the logistic model by Georg Rasch [23]:

R (θ − β) =
eθ−β

1 + eθ−β
(2)

where β – level of difficulty of control task, θ – level of preparedness of
employees.

Logistic probability distribution R(θ − β) is symmetrical with zero
expected value (at θ = β, R(θ − β) = 0, 5), dispersion π2/3 and β2 = 4, 2.

Let to introduce the transform of Rasch’s model argument:

ln
p

q
= θ − β or ln

q

p
= β − θ,

where q = 1− p.
During the testing we are able to assessment readiness level of employee

group which solving tasks with a constant complexity level as well as the
tasks complexity level with a constant group composition [3, 24, 25].

Since, the logistic Rasch’s model is statistical, it allows a one-time
estimation of the effectiveness of employee’s trainings.

In employee’s training process for complex tools working, the reliability
and operational safety of the equipment depend on the human reliability
factor. And, the directives for the readiness of the employees are exceedingly
high. And mostly non-recurrent training may not be enough. In this case the
question of planning whole training process is current, and firstly the task
about solve the right training cycles quantity.

The task of calculating the training cycle quantity can be solved with
using reliability growth mathematical models. The reliability growth models
are mass applicate in different areas as reliability development models, for
example, in substantiating the number of test cycles during experimental
ground-base system testing [3]. The case of estimating the dynamics of train-
ing effectiveness is close to the task of the dynamics reliability assessment



Personnel Risk in Assessing the Effectiveness of Ground-based Tests 19

of the product, depending on the quantity of tests. After each test cycle
the product is refined in order to eliminate defects identified during testing,
increasing its reliability.

The control of employees’ knowledge can be considered as their test, and
the identified unlearning fragments or theme, as learning defects that require
to research.

Let show the logistic model of reliability growth [21]:

R(n) =
R0

R0 + (1−R0)e−Ωn
(3)

At the number of cycles n = 0, R = R0; at n→∞, R→ 1.
It is easy to see that model (3) is a special case of model (2), when R0 =

0, 5, n = 1, Ω = θ − β and only positive values Ω are considered leading to
increased reliability R. Also in the model (3), the parameter Ω = const, but
in the model (2) Ω = θ − β – random variable, the indirect measurement of
which is based on an estimate of the probability P by the frequency.

Let rewrite model (3) in the equal discrete recurrent form:

Ri =
Ri−1e

Ω

Ri−1eΩ + (1−Ri−1)
,

whence after simple transformations the following is obtained

ln
Ri
qi

= ln
Ri−1

qi−1
+ Ω,

and finally we can pass to the model (2) symbols, the prediction equation for
1st step we can write as:

ln
pi
qi

= ln
pi−1

qi−1
+ (θi−1 − βi−1) (4)

where (θi−1 − βi−1) – the estimates obtained by processing information on
previous cycles up to (i− 1).

Get sight of the growth model shown. It consider the number of cycles
and show growth rate Ωi:

Ωi = (θ − β)ni.

Let use as the arithmetic mean estimate as estimate of the parameter
(θi−1 − βi−1)

Ωi−1 =
1

n− 1

n−1∑
j=1

ln
pj
qj
.
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Equation (4) can be expanded to predict more than one step forward, for
example:

ln
pi+1

qi+1
= ln

pi−1

qi−1
+ (θi−1 − βi−1) · 2

etc.

5 Examples and Discussion

Let show the reviewed method in some gypotetical examples.

Example 1. The requirement of human reliability isRset = 0, 99, i.e. Rasch’s
argument is ln 0,99

0,01 = 4, 595. Employees have pass exam with 60% rightness
of test operations. In Rasch’s terms it is:

ln
p1

q1
= ln

0, 6

0, 4
= 0, 405 = θ1 − β1, as in (3) ln

p0

q0
= ln

0, 5

0, 5
= 0.

Let use formula (4) and its recurrent form to calculate the necessary
number of training cycles to improve employee’s readiness R to requirement
volume Rset. The results are shown in Table 2.

Let show case with extremely high volume of human reliability require-
ment.

Example 2. The set value Rset is very high, and equal to 0,999999, i.e.
ln 0,999999

0,000001 = 13, 8. At the level of readiness p1 = 0, 8, in this case

n = 13,8−1,386
1,386 ≈ 9 learning cycles will be required.

In the practice of applying of the proposed approach the question of the
decisions rightness can arise. The probability in the model (2) is a monoton-
ically increasing function of the parameter (θ − β). The lower confidence

Table 2 Depending training cycles on employee’s readiness
Human Reliability Employee’s Required Quantity of
Requirement, Rset Readiness, R1 Training Cycles, n
0,99 0,6 10

0,7 4
0,8 2
0,9 1

0,999 0,6 16
0,7 7
0,8 4
0,9 2
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Table 3 The calculation results of Example 2

Quantity of Correct The Frequency Lower Confidence Required Quantity of
Technological Actions, M Estimate, R̂ Limits, RL Training Cycles, n

600 0,75 0,73038 13

625 0,78125 0,762519 11

650 0,8125 0,794815 9

675 0,84375 0,827298 8

700 0,875 0,860015 7

725 0,90625 0,893043 6

750 0,9375 0,926532 4

775 0,96875 0,960866 3

limit of the evaluation of this probability by frequency corresponds to the
lower confidence limit of an indirect measurement (θ − β). The result is a
simple practical technique for taking errors into account when replacing the
true probability value P with its estimate R̂ = M

N , shown that.
Use the normal approximation of the binomial distribution, the lower 90%

confidence limit is obtained at γ = 0, 9:

RL = R̂− u1−γ

√√√√R̂
(

1− R̂
)

n
,

where u1−γ – quantile of standard normal distribution.
Let assume that as a result of first-cycle control of 20 employees were

made on 40 control technological actions (N = n · k = 20 · 40 = 800). And
600 of them were correct i.e. R̂ = 600

800 = 0, 75.
Let calculate lower confidence limits and the necessary quantity of train-

ing cycles (calculation is carried out like to example 1) to getting Rset level.
The results are shown in Table 3.

As you can see, an increase in the training effectiveness by 5% leads to a
decrease in the training volume by more than 30%.

Example 3. Let ground tests of the system be carried out, in which the risk
of not detecting a failure is 0,1 and 0,01. Let us determine the level of
preparedness of employees that would not worsen the risk of not detecting
defects and the number of training cycles to achieve this level. Let accept the
personnel risk start level is equal risk of non-detected failure. The calculation
results are shown in Table 4.
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Table 4 The calculation results of Example 31

Required Quantity of

Risk of Training Cycles to

Non-detecting Personnel Total Risk Achieve Personnel Risk

Failure, Risk Level Target Level, n

0,1 0,1 0,19 2

0,05 0,145 1

0,01 0,109 1

0,005 0,1045 1

0,004 0,1036 –

0,01 0,1 0,109 3

0,05 0,0595 2

0,01 0,0199 1

0,005 0,01495 1

0,001 0,01099 1

0,0005 0,010495 1

0,0004 0,010396 –

In Table 4 risk target value has colored.

As you can see, the Rasch’s model based approach allow to fend away
the personnel risk at counted training cycle quantity. This approach could
using at the some other areas, besides task of ground-based tests effectivity
assessment.

6 Conclusion

The given logistic model is very sensitive to the composition of groups of
workers. This aspect was studied in detail by the authors in [24]. In view of
this fact, the application of this approach is not recommended for dynamic
teams of workers where there is a high turnover of personnel. The results of
applying the learning planning approach to such groups are highly uncertain.

On the other hand, the above methodology showed itself well when used
in formed groups of workers, for example, in the case of mastering new
types of machinery and equipment. Thus, the developed methodology allows
planning and managing a multi-stage learning process, providing a high level
of knowledge-based personnel reliability. And as a result – a high level of
probability of detecting defects during testing.
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